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Abstract
Risk management is an activity which integrates recognition of risk, risk
assessment, developing strategies to manage it, and mitigation of risk using managerial
resources. Some traditional risk managements are focused on risks stemming from physical
or legal causes. Risk Management can be defined as a systematic process for identifying,
analyzing and controlling risks in projects or organizations. Definitions and illustrations of
risks are given especially by a list of risk which occur most frequently in information
technology and Software projects.
Risk identification is a process that involves finding, recognize, and describing the
risks that could affect the attainment of an organization’s objectives. It is used to identify
possible sources of risk in addition to the events and situation that could affect the
achievement of objectives. It also includes the identification of possible causes and
potential consequences.
In this research, we identify risks of the current information system used in El
Baraka Bank through the use of the risk identification methodology.
This risk identification methodology used was based on a questionnaire technique.
The questionnaire was designing based on identify assets and threats. The result of the
identifying process is a Threat Vulnerability Assets work sheet, which shows the denial of
services and theft are the highest threats.

المستخلـص
إدارح انًخبطز ًْ انُشبط انذي ٌجًغ ثٍٍ تحذٌذ انًخبطز ٔتقًٍٍٓب ٔٔضغ إستزاتجٍبد إلدارتٓب
ٔانتحقٍق يُٓب تزكز ثؼض إدارح انًخبطز انتقهٍذٌخ ػهى انًخبطز انُبجًخ ػٍ أسجبة يبدٌخ ٔقبٍََٕخ .
إدارح انًخبطز ًٌكٍ تؼزٌفٓب ثأَٓب ػًهٍّ يُٓجٍٍّ نتحذٌذ ٔتحهٍم ٔيزاقجخ انًخبطز فً انًشبرٌغ
ٔانًُظًبد تقٕو ثئػطبء تؼزٌفبد ٔرسٕيبد تٕضٍحٍّ يٍ انًخبطز انتً تحذث فً أغهت األحٍبٌ فً
يشبرٌغ تكُٕنٕجٍب انًؼهٕيبد ٔانجزيجٍبد .
تحذٌذ انًخبطز ًْ ػًهٍّ تُطٕي ػهى انحقبئق ٔاالػتزافبد ٔاصفّ انًخبطز انتً ًٌكٍ أٌ تؤحز ػهى
تحقٍق أْذاف انًُظًخ ْ ,ذِ انؼًهٍخ ٌتى استخذايٓب نتحذٌذ انًصبدر انًحتًهخ نألخطبر ثبإلضبفخ إنى
األحذاث ٔاألٔضبع انتً قذ تؤحز ػهى تحقٍق األْذاف انتً تشًم تحذٌذ األسجبة انًحتًهخ ٔانؼٕاقت .
ْذا انجحج حبٔنُب انتؼزف ػهى ثؼض انًخبطز نُظبو انًؼهٕيبد انحبنً نجُك انجزكخ انسٕداًَ يٍ فً
خالل استخذاو يُٓجٍّ تحذٌذ انًخبطز ْذِ انًُٓجٍخ تحتٕي ػهى ػذد يٍ انتقٍُبد انًستخذيخ نذنك  .تى
استخذاو تقٍُّ االستجٍبٌ ْٕٔ يجًٕػخ يٍ األسئهخ انتً تتؼهق ثُظبو انجُك تى تقسٍى ْذا االستجٍبٌ ػهى
تى تحهٍم انجٍبَبد انًتحصم ػهٍٓب يٍ ْذا االستجٍبٌ كًب تى استخذاو أداح تقٍُّ حى ,ػذد يٍ فزٔع انجُك
(انًبسح انضٕئً اَيٍ ) تؼًم ْذِ األداح ػهى اكتشبف انخغزاد األيٍُخ فً انُظبو ٔتحصهُب ػهى
جذٔل تى فٍّ حصز األصٕل ٔانًٓذداد ٔانخغزاد األيٍُخ حٕل َظبو ثُك انجزكخ.

1.1 Introduction
The word "risk" stems from the Italian verb "risicare", There are many definitions of
the term "risk" but no generally accepted one, all definitions implicitly include two
characteristics is uncertainty and loss. The Risk management is the coordination of activities
that direct and control the department with regard to risks. It is commonly accepted that risk
management involves both the management of potentially adverse effects as well as the realization
of potential opportunities. In performing our daily activities and responsibilities, risk management
can be described as the collection of deliberate actions and activities that we carry out at all levels
to identify, understand and manage risks to the achievement of our objectives.

Risk management is the process of measuring or assessing risk and then developing
strategies to manage the risk. In general, the strategies employed include transferring the
risk to another party, avoiding the risk, reducing the negative effect of the risk, and
accepting some or all of the consequences of a particular risk, The benefits of embedding
risk management at all levels of the department are: effective management of adverse
events or opportunities that impact on our purpose and objectives, ability to make informed
decisions regarding management of potential negative effects of risk and take advantage of
potential opportunities, improved planning and performance management processes
enabling us to focus on core business service delivery and implement business
improvements , ability to direct resources to risks of greatest significance or impact,
greater organizational efficiencies through avoiding ‘surprises’ and creation of a positive
organizational culture in which people understand their role in contributing to the
achievement of objectives.
Risk management process consists of two sub processes, risk assessment and risk
control. The risk assessment Risk assessment involves risk identification, risk analysis, and
risk prioritization. Risk control involves risk planning, risk mitigation, and risk monitoring
,the risk identification is first step in risk management process in this step the team
systematically enumerates as many project risks as possible to make them explicit before
they become problems, after risks have been identified and enumerated, the next step is risk
analysis. Through risk analysis, we transform the risks that were identified into decisionmaking information , each risk is considered and a judgment made about the probability
and the seriousness of the risk. After the risk analysis the team sort the list so that the high
probability, high impact risks percolate to the top of the table and the low-probability, low
impact risks drop to the bottom. If the team used categorical values for probability and/or
impact, group consensus techniques may need to be used to produce the risk ranking.
Related to risk planning, through risk mitigation, the team develops strategies to reduce the
possibility or the loss impact of a risk. Risk mitigation produces a situation in which the

risk items are eliminated or otherwise resolved. Risk planning and risk mitigation actions
often come with an associated cost. The team must do a cost/benefit analysis to decide
whether the benefits accrued by the risk management steps outweigh the costs associated
with implementing them.
After risks are identified, analyzed, and prioritized, and actions are established, it is
essential that the team regularly monitor the progress of the product and the resolution of
the risk items, taking corrective action when necessary. This monitoring can be done as
part of the team project management activities or via explicit risk management activities.
the development team, marketing, and customer representatives about project risks is
essential for effective risk management. This communication enables the sharing of all
information and is the cornerstone of effective risk management.

1.2 Research Questions
Organization that use information systems facing more security threats. there form
identification of risk due to the use of information systems, is major part of risk
identification process for the whole organization . How to identify the risk that from using
information system? and how use technical tools in risk identification process ?

1.3 Research Objectives
The objectives of this research are :
1- to determine the effectiveness of applying risk identification methods .
2- to practice applying risk identification methodology .
3- to combine technical tools in risk identification process.

1.4 Research Methodology
Analytical methodology is a type of research that utilizes critical thinking to find out
facts about a given topic and from the answers obtained develop new and useful ways of
doing thing . In this research , we use the analytical method because the search contains a
questionnaire.

1.5 Thesis Organization
This thesis is organized as follows as: chapter two describes the principles of risk
management in software project, risk management methods and risk management
approaches. Chapter three

explain risk identification process in software project and

techniques and models used in this process. In chapter four a risk identification

methodology is applied, analysis and results are shown. In chapter five conclusions and
recommendations for future work are given .

