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1.1 Introduction 

 The concept of cloud computing has recently emerged as a model for hosting 

and delivering services via the internet.   Cloud computing has made a big shift in the 

field of information technology, where this model allows the user to access services 

and files from anywhere and at anytime. These services provided by a provider called 

Cloud Services Provider (CSP), which rents out these services to customers 

(individuals or companies). This rent    depending on the type of service required by the 

client.  

 Due to the explosive growth of data, one of the most costly things in the field 

of information technology is the storage space. To meet these needs, cloud storage 

services are becoming more common. Cloud storage services range from enterprises 

cloud storage to individuals cloud storage. Cloud storage service providers are 

providing a huge storage space with a lower cost, with removal the effort required 

from the user for management and maintenance. 

 Using cloud storage, data and applications will move from user control to be under 

third party control. Usually the first concern to use cloud storage is security. To take full 

advantage of cloud storage services the user needs to feel that his/her data and files are safe 

when moving to the cloud.  

1.2 Problem Statement 

 Data integrity is the process of keeping the data and ensures accuracy and 

consistency of user’s data on cloud storage. After providing data security, the service 

provider must provide mechanisms to ensure data integrity. They should also have the 

ability to tell users about the status of the stored data on the cloud. The CSP should 

make the user aware of information like what particular data is stored in the cloud 

storage and the integrity mechanisms used. 

 Many attacks compromise integrity of data which stored in cloud storage. 

When  any  attack or disorder  happen  for  the data, the client is the one who gets 

affected  and  his/her important data  are  lost.  Clients  will  loss  trust  in  a  service  

provider  when any  corruption  happens  to  their  data. 

 

 

 

 

 



 

 

1.3 Research Objectives and Research Questions 

 This research aims to provide a clear view to data integrity in cloud storage 

problem. And review solutions that have been proposed to provide data integrity in 

cloud storage in a novel way. So the questions of this research are:  

RQ: 

1- What is cloud storage integrity and what attacks compromises this integrity? 

2- What are the solutions that have been proposed to achieve integrity in cloud 

storage? 

3-  How can we classify the proposed solutions to provide a consist, easy 

understanding to these solutions? 

1.4 Motivation 

 Because customers data moved to cloud environment and the control of his 

data has becomes under a third party, customers need to ensure that their data was 

maintained safely and no any compromised will happen to it. 

 One of the most concerns of customers is about the integrity of their data that 

is stored in remote storage. To convince customer about preserving integrity, a deep 

look to developed solutions that insure integrity is required. 

1.5 Research Methodology 

 This research looks at the integrity issue in cloud storage, and classified the 

proposed solutions to the integrity problem. 

 In this survey thesis, the collection of scientific papers is depends on two 

major factors. The first factor is source of papers, the ACM, IEEE and Google 

Scholar libraries is used. The second factor is date of published papers, we restrict our 

search to the last three years from 2013-2016. 

 A literature review methodology is used to answer the research questions. 

Chapter (3) gives the details of the research methodology that we followed. 

1.6 Research Scope 

 The scope of this research is limited to the issue of proposed mechanisms to 

check data integrity on cloud storage.  

 

 

 

 



 

 

1.7 Thesis Contribution 

The thesis contributions are:  

I. Identifying the integrity issue in cloud storage with the proposed solutions that 

insure integrity. 

II. Classifying the schemes that have been proposed to achieve integrity in cloud 

storage. 

1.8 Thesis Structure 

The remaining contents of the thesis are organized as following:  

Chapter 2 contains important aspects of cloud computing, including its definition, 

essential characteristics, models of cloud services. The chapter also briefly stated the 

challenges and security issues that faces cloud computing. Chapter 3 presents the 

research methodology that has been used to conduct this research. Chapter 4 discusses 

storage security issues including integrity. The proposed integrity solutions that have 

been proposed and a classification to these proposed schemes. Chapter 5 states the 

conclusions and recommendations for future work. 

 


